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CYBER WARGAMES ARE A USEFUL TOOL TO

UNDERSTAND CYBER CONFLICT KEY POINTS

THEY PRESENT UNIQUE AND INTERESTING
DESIGN CHALLENGES

THE BEST WAY TO OVERCOME THOSE DESIGN
CHALLENGES IS TO EXPERIMENT WITH GAME
DESIGN

WE SHOULD BUILD MORE CYBER WARGAMES
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WHY BUILD

CYBER WARGAMES?

Cyberspace, attacks, and strategies are difficult to
understand, particularly from a decision-maker perspective

e New and dynamic

e Covert and classified
e Highly technical

e No 'testing’ arena

e No norms or red-lines




WHAT MAKES A GOOD

CYBER WARGAME?

Who is it built for?
What do they want?

Does your game do that?




Purpose: Analytical KEY ELEM

Explore a Cyber Concept

S

e Explore the Understanding of Existing Cyber Policies
e Explore Communications within a Cyber Context
e Understand How Cyber Operations Affect Kinetic Infrastructure
Develop or Test Cyber Plans or Include Cyberspace into Existing Plans
e Test the Effectiveness of Current or Future Cyber Response Policies
e Assess the Integration of Cyber Warfare in Multi-Domain Conflict
e |dentify Potential Failures or Weakpoints
Assess Cyber-Related Decision-Making Through Experiments
e How Decision-Makers Will Respond to Cyber Attacks of Varying Levels
e Assess How Conflict Could Arise through Cyber-Attacks
Speculate on Future Technology Capabilities and Scenarios
e Speculate on the Cyber Goal-Posts
e Extend Capabilities through Technology

Refine Cyber Response Plans




S

Purpose: Educational KEY ELEM

Education, Exercise, and Training

Exercise a Cyber Response Plan

Act as a Communications Tool Between Cyber and Non-Cyber Experts

Teach Non-Experts Cyber Concepts
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Cyber Capabilities KEY ELEM

Focus or Support of the Operation?

S

Fixed or Matrix'd?

e Argumentation Mechanics

Tactical, Operational, or Strategic

Covert or Overt?

Past, Present, or Future?
e Extrapolation, Interpolation, and Imagineering




METHODOLOGY FOR ANALYSIS

e Game Cyber Representation:
e Purpose e Cyber Game or Cyber-In-Game
e Specific Objective e Fixed or Matrix'd
e Sponsor e Tactical, Operational, or Strategic
e Format e Covert or Overt
e Participants and Interaction e Past, Present, or Future
e Adjudication e Technical Detail Level
e Cyber Representation e Cyber Kill Chain: Cause or Effect
e Data Generated e Chance Mechanics
0 e |deal Outcome and Audience
1
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Analytical
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CONSTANTLY CHANGING
CAPABILITIES

CLASSIFICATION AND
LIMITED INFORMATION

OVERSIMPLIFICATION OR
COMPLICATION WITH FIXED
CAPABILITIES

False Action-Reaction Dynamic

OVERCOMPLICATION
THROUGH TECHNICAL
JARGON

EXPERTS DIFFER - SME
VARIABILITY

NO STANDARDIZATION OF
REPORTING DESIGN,
ANALYSIS, OR DATA

FINDINGS:
LIMITATIONS

Cyber Representation is a Guessing Game




PURPOSES THAT ARE TOO
LARGE OR ATTEMPT TO
VERIFY/PREDICT AN
OUTCOME

STRATEGIC AND
OPERATIONAL LEVEL GAME
INTEGRATION

PSYCHOLOGICAL EFFECT
REPLICATION OR
INFORMATION SUSPICION

ARBITRARY FINITE
OPERATIONS

DATA CAPTURE

BUDGET, TIME, AND

EXPERTISE
Top-Heavy Field

FINDINGS:
PROBLEMS

Accept that unclassified, and potentially
classified, games cannot accurately
represent the cyber attack-defense

framework




ACCEPTANCE OF LIMITATIONS

Educational vs. Analytical

TALENT DEVELOPMENT

No games without designers

MORE GAMES, TEST PROBLEMS

Smaller-scale, rapid games
Experimentation

Unclassified Games

RIGOROUS REPORTING AND DATA SHARING

Repository of Mechanics and Reports

BROAD
STEPS FOR
THE
FUTURE



BUILD CYBER WARGAMES

Player can experiment with decisions for cyberspace, attacks,
and strategies through cyber wargames

e Update with new and dynamic capabilities

e See the effects of covert and classified operations
o Simplify highly technical concepts

e Operate as a 'testing’ arena

15 e React to norms and red-lines
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QUESTIONS, COMMENTS, ACCESS TO THESIS:

EMAIL CONTACT

CHEN.Y.SARAH@GMAIL.COM



